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About CSP

» Based in Toronto, Canada with » Large number of Customers and over
Partners, Agents and Distributors 1000+ licenses World Wide
worldwide

» NonStop® Alliance One Partner since » Customers include:
1987. o Largest Banks

o Major Stock Exchanges

o Defense and Healthcare
organizations

o Telecommunications
o Manufacturers

» Develop, Support and Distribute
Security, Compliance and Audit
Solutions for the HP NonStop®
Market.
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Access Rights Management (ARM)

» Access Rights are the part of Access Governance concerned
with discretionary access controls: file permissions and ACLs.

» Distinct from:

o |ldentity management and authentication

o Role Based Access Controls

o User session and command control
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ARM - why does it matter?

» Effective ARM is the cornerstone of system security
» Compliance with enterprise policy

» Required for PCIl, SOX, HIPAA compliance
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Access Rights - basic principles

» Only grant least privilege
» Change system defaults!
» Know what you have.

» Be able to prove it to auditors.




Access Rights for Nonstop

» Implemented with:
o @Quardian file permissions

o Safeguard ACLs and object security

o Basic OSS file permissions

o 0SS Extended ACLs

Computer Security Products Inc.



AcCcess
Rights

GUARDIAN

Extended Authentication and LDAP int.

e, (I . c———————
User Access and Session Control
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Compliance and File Integrity Checking

Audit and event monitoring

‘nStop Platform
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Access Rights for Guardian files

» Two challenges:

> How do you review, analyze and manage your basic Guardian
file permissions?

> How do you manage your Safeguard volume, subvolume and
diskfile ACLs?
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CSP Solutions for Guardian ARM

» ProtectXP:
° |nteractive permissions analysis
o Standard and custom reports
o Tools for Orphan file cleanup, ownership issues etc.

o Access Rights policy for Safeguard rules using access matrix
tool.

» CRM/FIC:

o Historical database of all report results
o Matches rules against PCI etc.
o |Integrity checks for file content and access rights changes
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ProtectXP
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Access Rights for OSS

» OSS uses the Unix format (owner/group/world)

» Common issues (just like Guardian):
o QOrphan Files
o Excessive Privileges for applications
o Files made accessible to all users for “emergency” purposes
» Challenges in reviewing, setting and monitoring
permissions using command line utilities.

» How are you checking yours?
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OSS Extended ACLs

» Improve granularity and control.

» Allow a specific permission to be added for a specific
user or group (e.g. fred + write)

» Awkward to set and to read.

» Just like Safeguard ACLs, these can get messy very
quickly...




Introducing Protect-UX

Policy controls
—_ multiple systems.

Protect-UX . -
{ Fileset Macros discover &

clients can '.| — | t _
manaage 100’s of | ® correct common Issues.
S ster?ls | g = Permissions templates
Y . - enforce standards
W e -
Z Platforms also
include:
*Red Hat
*SUSE
HP NonStop OSS systems -Ubuntu

*Solaris
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Protect-UX Policy Access Matrix

1. Resources are
linked to files

4. Implementaton )

2. Roles are
- , inked to users
Role| |Dev Cps
4 8 | 3. Set ACLs in the
‘ 1 | / cells
Java a8 (-] 8 (-]
N Read Read [¥] Read
[#] Write [C1] Wirite [E] Wrrite
=) Exec Exec [ Exec
Maco | e e e
files Read Read Read
Write [C] Wite [E] Write
= Exec Exec [ Exec
fSc:urce | @ e <]
Read Read Read
Write [C] Write [ Write
:1, [C7] Exec [C7] Exec [£] Exec

Resolves access matrix and
applies permissions to files.
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Protect-UX Validation Reports

File Path File Name Parameter

Policy Actual When implemented
Q-rhe ntx32-qga-fred3
Ly/home/billD/
L,file1
Permissions ~PWXT-XT-X ~TWXT-XT-X ~TWXT-XT-X
Crwner Mot Set bill0 billd
Group Not Set bill0 billd

Permissions -PWXT-XT-X MWW -X -
Chwmer Not Set billD
Group . Not Set billD billd
o o e e——eeeeee———————————————————————————————————————————— —l

Parmiczinns —MASYT-Yr-Y APV -MAY T2

Protect-UX compares your policy with your
actual settings and flags differences.
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Protect-UX Fileset Macro

=

1. Searc

h for files...

E Save Result

Filter preview completed, retrieved on: 4/3/2014 10:15:52 AM. total files found: 158

‘ == New Filter Condition

| Filtersl Actions |

Permissions

S
drwxr-Xr-x
Arwir-Xr-x

-IW-r--T--

drwxr-Xr-x
Arwir-Xr-x
drwRrwxEr-x

Owner Group

qa qa -
qa qa H
qa qa

2. Review...

qa qa

qa qa

qa qa

qa qa

qa qa

qa qa

qa qa

qa qa

qa qa

qa qa

9a ga .

Full Path Name Size
= New Filter Condition | [ Save & Clase @ /nome/ga directory
% /home/qa/.bash_history 202 b
Filter Name: Filter 1 (3 /home/gal.gnupg directory
5 /home/ga/.gnupg/pubring.gpg 0b
Search in/for . /home/qa/.gnupg/gpg.conf 7KB
. /home/ga/.gnupg/trustdb.gpg 40 b
Directory Name  » | /home/ga/files o /home/qa/.gnupg/secring gpg ok
% /home/qa/.pulse-cookie 256 b
(2 /home/qa/Documents directory
T [ /home/qa/.cache directory
/home/qa/.cache/event-sound-cac... 12 KB
THEN (2 /home/ga/.gconfd directory
Filter Condition /home/qa/.gconfd/saved_state TOKB
2 /home/qa/.mozilla directory
s /home/ga/.mozilla/extensions directory
. | Other Permissions Mask Is equal to a
Match: vl l = vl ErREw X 2 /home/qa/.mozilla/plugins directory
3 /home/ga/.gstreamer-0.10 directory
T - - - - PR - ———m

E Save & Close

File Attribute Changes

3. Correct...

Attribute: | Other Permissions

- | | Remove

-] FREWE X

+

| =1~ New File Attribute Change

| =4= New File Action
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Interactive Permissions Analysis

F Protect—UX—3.U.ﬁ.2_2-m e i
2]

Home Policy Fileset Tools Licensing

~ -1 =
- N
Show Network Credentials
Access

Administration

o Show Access

Server Node: uSave Result Show access completed, retrieved on: §/28/2014 12:05:05 PM., total files found: 5
[@itanium v] — i —
Full Path Name Size Permissions Cwmner Group Date
Search in: /testfilas 2 ftestfiles/java directory drwREWEI-X+  CSPBILLS SUPER 5/20/2
5 ftestfiles/bfile 0k IW-E-—r-- SUPER.SUPER CSP 8/28/20
Access 5 ftestfiles/clile 0b -rw-r--r--  SUPERSUPER csp B/28/2
RMIWIIX o ftestfiles/dfile 0b —TWw-r-—I--  SUPERSUPER CSP 8/28/2|
59 ftestfiles/efile 0Ok —IW-L=—I-== SUPER.SUPER CsP B/2B/2

[T Include "other' permissions

Select user or group:

CSP.BILLS -

User is member of group(s):

CS5P@itanium
CSP@itanium

Show Access Report

1 2
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Permissions templates A

TEMPLATE
\

» Apply standard permissions to your system.

» Compare your current settings against
standard permissions.

» Templates bring your systems in line with
standard industry practice, and support
compliance.
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Protect-UX

» Cost-effective solution to managing access
rights on HP OSS.

> Policy tools support compliance and security.

> Fileset Macros provide visibility and simplify
common tasks.

- Permissions templates formalise and standardize
your permissions settings.
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CSP solutions include:

» Audit reporting — Auditview

» Alert-Plus — real-time event monitoring and merging
» CRM/FIC — compliance and integrity reporting

» Passport — user session and command control

» CSP solutions are tightly integrated to deliver comprehensive

access governance, change control and compliance
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GUARDIAN

Protect-UX : —
Extended Authentication and LDAP int. ' <——Netpass
i ——— —— el
User Access and Session Control - Passpo It

Compliance and File Integrity Checking = CRM/FIC

Audit and event monitoring l <« Auditview
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Thank you!
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